Data Protection Policy

Introduction

The Data Protection Act 1998 governs the use of personal information by businesses and other organisations. 

MOOSCC collects and uses a variety of personal information about their customers in order to operate. We collect and use customer data for a variety of operational related purposes including provision of care, and administration of medications. Information is also held on current, past and prospective employees and committee members. All such personal information is dealt with properly and securely, no matter how it is collected, recorded and used – whether on paper, or in a computer system.

To reduce the risk of MOOSCC being penalised for non-compliance with the DPA, all employees who process personal data should adhere to eight data protection principles set out in the Act.

Where deemed necessary by the Management Committee, breaches of the Data Protection Act 1998 and associated policy may result in action being taken through current disciplinary procedures.

The Eight Data Protection Principles

· First Principle: Personal data shall be processed fairly and lawfully

· Second Principle: Personal data shall be obtained only for one or more specified and lawful purposes, and shall not be further processed in any manner incompatible with that purpose or purposes.

· Third Principle: Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed.

· Fourth Principle: Personal data shall be accurate and, where necessary, kept up to date.

· Fifth Principle: Personal data processed for any purpose or purposes shall not be kept for longer than is necessary for that purpose or those purposes.

· Sixth Principle: Personal data shall be processed in accordance with the rights of data subjects under this Act.

· Seventh Principle: Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data.

· Eighth Principle: Personal data shall not be transferred to a country outside the European Economic Area (EEA), unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data.
Complying with data protection legislation

Using personal information fairly and lawfully

One of the key provisions of the Data Protection Act is that personal information must be used fairly and lawfully. We will advise individuals what we will use their personal information for, and make sure that our use of personal information does not break any other laws. When we obtain personal information, we will advise individuals:
· the name of our business 

· what we will use the information for 

· any other information needed to make our use of the personal information fair 
We will advise the individual that they have a right to access their information and have it corrected if it is factually inaccurate. 
Generally, we will not pass individuals' information to another business or organisation unless we have advised the individual that we are going to do this. However, there are exceptions to this. For example, if we are asked by the police for information about someone, we will provide this information without advising the individual if notifying them would be likely to prejudice the investigation or prevention of a crime. Disclosures may also be made if they are necessary for a court case or to obtain legal advice, for example, in connection with an employment tribunal.

Personal information access rights

The Data Protection Act gives individuals the right to access the personal information you process about them. Individuals have the right to:
· know whether we, or someone else on our behalf, is processing personal information about them 

· know what information is being processed, why it is being processed and who it may be disclosed to 

· receive a copy of the personal information about them 

· know about the sources of the information 
To obtain access to personal information held about them, an individual must send either a written or electronic request - known as a subject access request (SAR). The SAR does not have to refer to the Act but should make it clear that it is a formal request from the individual and not just an everyday enquiry. We may charge a fee of up to £10 to provide the information requested. 
If we are not sure about the identity of an individual requesting the information, we will ask for proof. This could be an official document.
We may request additional information that we might need to respond to the SAR. For example, if an individual has requested emails we may ask when the emails were sent, or for the senders or recipients of the emails.
We will respond to a SAR as quickly as possible, and no later than 40 days after receiving it. The 40 days does not start until we receive any additional information that we may need. We do not need to supply the information until after we receive any fee payable.
We will provide the information requested in a permanent format - such as a computer printout, letter or form - unless the individual agrees otherwise, it is not possible to supply such a copy or you can show that it will involve a "disproportionate effort". If this is the case we will still provide access to the information in another way.

We will ensure that the information can be understood.
